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Abstract: 

The smart grid is conceived of as an electric grid that can deliver electricity in a controlled s mart way from points of generation to 

active consumers. Demand response (DR), by promoting the interaction and responsiveness of the customers may offer abroad 

range of potential benefits on system operation and expansion and on market efficiency. Moreover, by improving the reliability of 

the power system and, in the long term, lowering peak demand, DR reduces overall plant and capital cost investments and 

postpones the need for network upgrades - All of these connections and linkages require open communication  systems, often 

based on Ethernet and the Internet, especially for new installat ions and upgrades to existing systems. Open systems are required 

because they reduce communication system costs. 
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1. INTRODUCTION TO S MART GRIDS. 

 

Established electric power systems, which have developed 

over the past 70 years, feed electrical power from large central 

generators up through generator transformers to a high voltage 

interconnected network, known as the transmission grid. Each  

individual generator unit, whether powered by hydropower, 

nuclear power or fossil fuelled, is large with a rating of up to 

1000 MW. The transmission grid is used to transport the 

electrical power, sometimes over considerable distances, and 

this power is then extracted and passed through a series of 

distribution transformers to final circu its for delivery to the end 

customers. The distribution system, feeding load, is very 

extensive but is almost entirely passive with little  

communicat ion and only limited local controls. Other than for 

the very largest loads (for example, in a steelworks or in  

aluminum s melters), there is no real-t ime monitoring of either 

the voltage being offered to a load or the current being drawn 

by it. There is very little interaction between the loads and the 

power system other than the supply of load energy 

Whenever it is demanded. 

 

2. LITERATURE REVIEW 
 

Why implement the S mart Grid now?  
 

Since about 2005, there has been increasing interest in the 

Smart Grid. The recognition that ICT offers significant 

opportunities to modernize the operation of the electrical 

networks has coincided with an understanding that the power 

sector can only be de-carbonized at a realistic cost if it is 

monitored and controlled effectively.[1] 
 

In addition, a number of more detailed reasons have now 

coincided to stimulate interest in the Smart Grid.  
 

 Ageing assets and lack of circuit capacity  
 

 Thermal constraints 
 

 Operational constraints 
 

 Security of supply 

 

 National init iatives 

 2.1 What is the Smart Grid?  

 

The Smart Grid concept combines a number of technologies, 

end-user solutions and addresses a number of policy and 

regulatory drivers. It does not have a single clear definition.  

The European Technology Platform defines the Smart Grid  

[2]as: 

 

“A SmartGrid is an electricity network that can intelligently 

integrate the actions of all users Connected to it – generators, 

consumers and those that do both – in order to efficiently  

deliver sustainable, economic and secure electricity supplies.” 

 

3. EIGHT PRIORITY AREAS TO BUILD A S MART 

GRID: 

 

1. Demand Response and Consumer Energy Efficiency. 
 

2. W ide‐Area Situational Awareness . 
 

3. Energy Storage. 
 

4. Electric Transportation. 
 

5. Advanced Metering Infrastructure. 
 

6. Distribution Grid Management. 
 

7. Cyber Security. 
 

8. Network Communications. 
 

4. SMART GRID AND CYBER S ECURITY.  
 

Smart grid open communication systems are here to stay—as 

are cyber threats to these systems and their underlying power  

Generation transmission and distribution assets. Cyber threats 

are thwarted with cyber security, and this paper will focus on 

substation cyber security as these facilit ies are the heart of 

power transmission and distribution control and 

communicat ion. 
 

Figure1: Much of the existing power grid operates in a 

centralized manner, with power flowing from generation  

Facilit ies to the grid for transmission and distribution to end 

users. 
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Figure.1.the grid for transmission and distribution 
 

Systems. Ethernet switches, firewalls and gateway controllers 

are the cyber security gatekeepers to substations. In addition to 

repelling cyber attacks, utilit ies must meet regulatory 

requirements. Most cyber security regulations are just reaching 

the point of implementation in the utility industry; so many 

utilit ies are struggling with basic understanding and proper 

paths to compliance. Some utilities are forging ahead with 

cyber security plans, while others are taking a wait and - see 

approach. Watching and waiting may sound prudent, but can 

open a utility to violations and fines, not to mention actual 

cyber attacks. Systems. Ethernet switches, firewalls and 

gateway controllers are the cyber security gatekeepers to 

substations. In addition to repelling cyber attacks, utilities must 

meet regulatory requirements. Most cyber security regulations 

are just reaching the point of implementation in the utility 

industry; so many utilit ies are struggling with basic 

understanding and proper paths to compliance. Some utilit ies 

are forging ahead with cyber security plans, while others are 

taking a wait and -see approach. Watching and waiting may  

sound prudent, but can open a utility to violations and fines, 

not to mention actual attacks. Fortunately, many consultants 

and suppliers serving the utility industry are helping to fill the 

knowledge void with a variety of hardware and software tools 

that are with existing and anticipated standards, while at the 

same time effect ively protecting against cyber attacks. A view 

of the current state of the power grid is a necessary first step 

towards understanding the best path forward towards cyber 

security. 
 

5. CYBER S ECURITY S TATUS  
 

In 2009, a control system cyber security expert advised the 

U.S. Senate Committee on Commerce, Science, and 

Transportation that “current industrial control system (ICS) 

cyber security is  where mainstream IT security was fifteen 

years ago—it is in the formative stage and needs support to 

leapfrog the previous IT learning curve.” A recent Federal 

Energy Regulatory Commission (FERC) survey found that one 

third of utilities say they cannot identify any “cyber-related” 

assets that would be classified as critical to grid security—but 

many in Congress didn’t agree and called for industry wide 

measures to ensure continued security of the nation’s electric 

infrastructure. As a result of continuing pressure from the U.S. 

Congress, FERC shifted its enforcement emphasis in 2010 to 

four priorit ies: fraud and market manipulation, serious 

violations of the reliability standards, anticompetitive conduct, 

and conduct that threatens the transparency of regulated 

markets. In the area of reliability, FERC rev ised the mandatory 

standards for interchange scheduling and coordination, and it 

also reviewed the plan for implementation of CIP reliability 

standards. Because of its complexity and in-process status, 

moving towards the smart grid means spending much time 

becoming familiar with NERC CIP standards 001-009 

(reference 1) and its interpretations. The NERC-CIP standards 

affect virtually everything utilit ies do with computers and 

control systems related to grid operation, data collection and 

data dissemination throughout the enterprise. The NERC CIP 

standards have the force of law as authorized by FERC. They 

are extensive and are backed by audits, enforced with fines of 

up to $1 million per day (reference 2) for utilit ies found out of 

compliance. The overriding goal of CIP-002 through CIP-009 

is to ensure the bulk electric system is protected from 

unwanted and destructive Under the Energy Independence and 

Security Act (EISA) of 2007, the Commerce Department’s 

National Institute of Standards and Technology (NIST) The 

IEEE 1686-2007 standard, Security for Intelligent Electronic 

Devices, establishes requirements for IED security in  

accordance with NERC CIP. This standard defines the 

functions and features to be provided in substation IEDs to 

accommodate critical infrastructure protection programs. IEEE 

1686-2007 also provides a Table of Compliance which must be 

used by vendors to indicate a level of compliance with the 

requirements. Ethernet hardware at substations cons ists of  

repeaters, hubs, bridges, switches and other related 

components. These components are used in substations to 

increase interoperability among automation components and 

IEDs. While some utilit ies are far along in implement ing 

effective cyber security plans, others are looking fo r direction.  
 

 6. S MART GRID WORKING AND CYBER S ECURITY: 
 

5.1 Features of Smart Grid communication networks It is 

evident that the Smart Grid communication network is similar 

to the Internet in terms of the complexity and hierarchical 

structure. However, there are fundamental d ifferences between 

these two complex systems in many aspects. 1. Performance 

metric. The basic function of the Internetis to provide data 

services (e.g., web surfing and music downloading, etc.) for 

users. How to achieve high throughput and fairness among 

users is of great importance in the Internet design. Whereas, 

power communication networks are used not to provide high 

throughput services, but to ensure reliab le, secure, and real-

time message delivery and non-real time monitoring and 

management. Hence, latency is much more important than the 

throughput in power systems, leading to delay-oriented design 

in power communication protocols . For example, in power 

substation communications , time-critical messages for 

protection purposes are passed from the applicat ion layer 

directly to the MAC layer to avoid redundant processing [3]. 2. 

Traffic model. It is well known that many Internet traffic flows 

have the self-similarity property, such as the world wide web  

(WWW) traffic [4]. In power networks, however, a large 

amount of traffic flows are periodic [4,5] for the purpose of 

consistent monitoring, such as raw data sampling in power 

substations and periodic meter reading in  home -area networks . 

Thus, it can be expected that the majority, if not all, of 

communicat ion traffic in the Smart Grid d iffers from that in  

the Internet. 



International Journal of Engineering Science  and Computing, April  2017         10466                                                                 http://ijesc.org/ 
 

3. Timing requirement. Over the Internet, most IP traffic is 

best-effort traffic while the delay-sensitive traffic has delay 

requirements of 100–150 ms in order to support voice-over-IP 

and multimedia services [6]. However, the Smart Grid features 

a wider range of delay requirements from milliseconds to 

minutes. For example, messages for trip protection in 

substations have the delay constraint of 3 ms[7]. Therefore, the 

Smart Grid has much more stringent timing requirements for 

message delivery than the Internet. 

4. Communication model. The end-to-end principle is the basis 

of the Internet such that it can support peer-topeer 

communicat ion between any node pair in the world. In legacy 

power grids, the most commonly used communication model 

is one-way communicat ion: electronic devices report their 

readings to the control center. In contrast, the Smart Grid  

enables a two-way communication model: top-down (center to 

device) and bottom-up (device to center). The Smart Grid also 

supports the peer-to-peer communication model, but usually 

restricts the model in local-area networks for security concerns 

[8,9]. 

5. Protocol stack. The Internet is built upon the IP protocol and 

is moving forward to IPv6. It has been widely expected that the 

Smart Grid will use IPv6 as the major network-layer protocol. 

However, the Smart Grid systems. As a result, the Smart Grid  

will feature heterogeneous protocol stacks for a variety of 

applications. 

 

7. APPLICATIONS AND ADVANTAGES   

 

Smart Grid System determines the need of aspects such as 

daily workflow, workforce management, asset management, 

call center philosophy, billing systematic etc. Smart meters can 

enhance the operation of SCADA system. As smart meter 

system provides several benefits  such as efficient power 

system control and monitoring, operational decisions those are 

taken timely to minimize outages and losses [10]. Part icularly  

in micro-grids, smart meters can perform energy cost 

allocation, fau lt analysis, demand control and power quality 

analysis. Smart meters can schedule preventive maintenance, 

and support the operation of check meters for accurate billing. 

In addition, smart meters can detect the presence of unwanted 

harmonic component in current supplied from the de-centrally  

generated sources, which helps in identificat ion and 

rectification of the source of the problem [11]. Micro  

generators integrated into the distribution network must be 

registered, so that they are under the access and control of the 

smart meter system. Pattern recognition techniques can also be 

employed as part of the smart metering system in order to gain 

access to the performance information of the devices and 

financial incentives to the customer [12]. Manual energy meter 

reading is a tedious, continuous and an expensive job. In  

conventional metering system, meter reader has to go and take 

the reading manually to generate and issue the bill. This whole 

process can be simplified with the help of a smart meter and  

proper communication mechanis m. Increased energy security 

as well as energy saving drives the installation and adoption of 

smart meters. Smart meters encourage consumers to conserve 

energy by helping them maintain the quantity and cost of their 

energy consumption. There are several models of smart meters 

proposed by several researchers. Of which a few models are 

discussed in this section. Power strip smart meters can be 

employed to monitor and control the appliances of customers. 

These meters provide data, identity and location of home 

appliances under operation [13]. Generally, unbalanced loads 

cause fluctuations in the voltage profile of a distribution feeder 

located far-away from the substation. Smart meters can 

analyze and control these fluctuations in low voltage grids 

[14]. In formation about the load at the customer end and 

control of the maximum load demand helps utility companies 

in maintain ing a flat voltage profile on the power supplied. 

Smart meters control the maximum load demand of a customer 

during peak load, and if any customer exceeds their limit, the 

supply of electricity will be disconnected to those customer 

[15] .generated sources, which helps in identification and 

rectification of the source of the problem [11]. Micro  

generators integrated into the distribution network must be 

registered, so that they are under the access and control of the 

smart meter system. Pattern recognition techniques can also be 

employed as part of the smart metering system in order to gain 

access to the performance information of the devices and 

financial incentives to the customer [12]. Manual energy meter 

reading is a tedious, continuous and an expensive job. In  

conventional metering system, meter reader has to go and take 

the reading manually to generate and issue the bill. This whole 

process can be simplified with the help of a smart meter and 

proper communication mechanis m. Increased energy security 

as well as energy saving drives the installation and adoption of 

smart meters. Smart meters encourage consumers to conserve 

energy by helping them maintain the quantity and cost of their 

energy consumption. There are several models of smart meters 

proposed by several researchers. Of which a few models are 

discussed in this section. Power strip smart meters can be 

employed to monitor and control the appliances of customers. 

These meters provide data, identity and location of home 

appliances under operation [13]. Generally, unbalanced loads 

cause fluctuations in the voltage profile of a distribution feeder 

located far-away from the substation. Smart meters can 

analyze and control these fluctuations in low voltage grids 

[14]. In formation about the load at the customer end and 

control of the maximum load demand helps utility companies 

in maintain ing a flat voltage profile on the power supplied. 

Smart meters control the maximum load demand of a customer 

during peak load, and if any customer exceeds their limit, the 

supply of electricity will be disconnected to that customer [15]. 

 

8. FUTURE S COPE  

 

 
Figure.2.Future Scope  

 

In future the smart grid ‘necessity would be:  Advanced 

metering infrastructure that is in our vision the key enabling 

infrastructure for all further s mart developments. Distribution 

network automation to enhance capability of network to react 

autonomously to unexpected external events. Home area 

network and energy management system that allow deeper 

interaction between consumer and Power Boosting. 
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